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About This Guide 

Guide Type 

Documented Integration — WatchGuard or a Technology Partner has provided documentation demonstrating 

integration. 

Guide Details 

WatchGuard provides integration instructions to help our customers configure WatchGuard products to work 

with products created by other organizations. If you need more information or technical support about how to 

configure a third-party product, see the documentation and support resources for that product. 
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Centrify Identify Service Integration Overview 

Centrify® Identify Service provides cloud-based authentication through the RADIUS protocol. This document 

describes how to integrate Centrify two-factor authentication with a WatchGuard Firebox and the WatchGuard 

Mobile VPN with SSL client. 

This image shows the dataflow of a multi-factor authentication transaction with the WatchGuard Firebox. 

 

Platform and Software 

The hardware and software used to complete the steps outlined in this document include: 

 Firebox with Fireware v11.11.x installed 

 Centrify Identify Service (CIS) 

 Centrify Cloud Connector installed on Windows Server 2012 R2 

Configure Centrify Identify Service (CIS) 

To configure CIS two-factor authentication to work with a Firebox and the Mobile VPN with SSL client, you 

must: 

 Create user accounts in CIS 

 Install a cloud connector on a host computer 

 Configure Centrify RADIUS support 

 Configure an authentication profile in CIS 

 Configure a RADIUS client in CIS to use a WatchGuard Firebox 

 Configure a security policy in CIS based on RADIUS  

 Configure the Firebox to use RADIUS server authentication 

 Add users to the Firebox who use RADIUS authentication 
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 Configure Mobile VPN with SSL with RADIUS authentication in the Firebox 

Create User Accounts in CIS 

Before CIS can authenticate users, you must add a user store in CIS that reflects the users who need to use 

multi-factor authentication. Use one of these methods to add users to CIS:   

 Manually: Add one user at a time with the Add User shortcut 

 Automatically: Import up to 10,000 accounts from an Excel .xls or .xlsx spreadsheet or a .csv file 

In this document, we show you how to use the Add User shortcut to manually create users. To learn more 

about how to add users, see the CIS documentation.  

1. Log on to Centrify Cloud Manager with your administrator account. 

2. Click Users > Add User.  

 

3. Type the required information.  

4. Click Create User.  
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In this example, we created a user named user1. An email message is sent to the email address that 

you defined for user1. 

 

5. Click Add.  

This page appears. 

 

6. Open the email message you received at the email address defined for user1.  

7. Click Login Now to access the user portal. 

MobilePASS:enrollment=RW5yb2xsbWVudFVSTD1odHRwczovL3NlLnNhZmVuZXQtaW5jLmNvbS9zZWxmZW5yb2xsbWVudC9kc2twcC5hc3B4P3NjPVBOSFgxbjVKVncNClVzZXJJRD11c2VyMQ0KUGFzc3BocmFzZT0xMzY4
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8. Click Enroll Mobile Devices Now. The device you choose to enroll uses the mobile authenticator to 

finish secondary authentication. 
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9. After the User Portal setup is finished, the user status is active. 

 

Install a Cloud Connector on a Host Computer 

1. Log on to the host computer with an account that has sufficient permissions to install the cloud 

connector. In our example, we use a host computer installed with Windows Server 2012 R2. 

2. Log on to Centrify Cloud Manager with your administrator account.  
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3. Click Settings > Network > Cloud Connector > Add Cloud Connector. 

 

4. From the Download pane, click 64-bit to download the Cloud Connector installation program.  

5. Follow the installation wizard to install the program.  

This page appears which shows the added cloud connector. 

 

Configure Centrify RADIUS Support 

1. Log on to Cloud Manager with your administrator account. 

2. Click Settings > Network > Cloud Connectors. 

3. Select the cloud connector that you previously added. 
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4. Click RADIUS. 

 

5. Select the Enable RADIUS check box. 

6. Type the port number that the Centrify Cloud Connector uses to talk to the Centrify Cloud Service. The 

default port number is 1812. 

7. Click Save. 
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Configure an Authentication Profile 

1. Click Settings > Authentication > Authentication Profile. 

2. Click Add profile to add a new profile or use the Default New Device Login Profile. In our example, 

we use Default New Device Login Profile as the authentication profile.  

If you select an option other than Email confirmation code for secondary authentication, you must 

enroll a device with the user. 

 

To learn more about how to use authentication mechanisms, see the CIS documentation. 
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Configure a RADIUS Client to Use a WatchGuard Firebox 

To configure a RADIUS client: 

1. Click Settings > Authentication > RADIUS Clients > Add to configure your RADIUS client. 

 

2. In Name and Description text boxes, type a name and description for your RADIUS client. In our 

example, we use the WatchGuard Firebox as a RADIUS client. 

3. In the Client IP Address text box, type the IP address of the RADIUS client. 

4. In the Client Secret text box, type a shared secret key for the RADIUS client and Centrify cloud.  

If you entered a secret key on your RADIUS client, type the same key here.  

5. Click Save. 
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Configure a Security Policy Based on RADIUS 

To configure a security policy: 

1. Click Polices > Add Policy Set > User Security Policies > RADIUS.  

 

2. From the Allow RADIUS client connections drop-down list, select Yes. 

3. Select the Require authentication challenge check box to require that users provide a secondary 

authentication mechanism to log on through the RADIUS client.  

4. From the Authentication Profile drop-down list, select Default New Device Login Profile. 

5. Click Save. 
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Configure the Firebox 

In this example, we use Fireware Web UI to configure our Firebox. You can also use Policy Manager to 

complete these steps.  

Configure the Firebox to Use RADIUS Server Authentication 

To authenticate with CIS, you must enable the RADIUS server on the Firebox. 

1. Log on to Fireware Web UI at https://<IP address of Firebox>:8080. 

2. Click Authentication > Servers > RADIUS. 

3. Select the Enable RADIUS Server check box.  

 

4. In the IP Address text box, type the IP address of CIS. 

5. In the Port text box, type the port used in CIS for RADIUS authentication. The default is port 1812. 

6. In the Passphrase and Confirm text boxes, type the shared secret you configured for the RADIUS 

client on CIS.  

7. Click Save. 
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Add Users 

On the Firebox, add a new user to log on to the RADIUS server. 

1. Select Authentication > Users and Groups. 

2. Click Add. 

3. Select User. 

4. In the Name text box, type the same user name you created in CIS. 

5. From the Authentication Server drop-down list, select RADIUS. 

6. Click OK. 

The user is added to the Users and Groups list on the Firebox. 

 

7. Click Save. 

Configure Mobile VPN with SSL with RADIUS Authentication 

To use RADIUS authentication for user connections with the Mobile VPN with SSL client, enable Mobile VPN 

with SSL on the Firebox and configure it to use RADIUS for authentication. 

1. Select VPN > Mobile VPN with SSL. 

2. Select the Activate Mobile VPN with SSL check box.  

 

3. In the Primary text box, type the IP address to which Mobile VPN with SSL clients connect.  

This is the IP address of the Firebox.  

4. Select the Authentication tab.  
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5. Select the check box next to RADIUS (Default) to use the RADIUS authentication server. 

 

6. Click Save. 

Test the Integration 

To test the integration, we use Mobile VPN with SSL to test user authentication. 

To download and configure the Mobile VPN with SSL client software from the Firebox: 

1. Go to the SSL VPN web portal at https://<IP of Firebox>:4100/sslvpn.html. 

 

2. In the Username text box, type a user name defined in CIS. 
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3. In the Password text box, type the password defined in CIS.   

4. From the Domain drop-down list, select RADIUS if it does not already appear. 

5. Click Login. 

This authentication page appears if the user is authenticated: 

 

6. Type the Authentication code that you received in an email message.  
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7. Click Apply. 

After successful authentication, the download page appears.  

 

8. Download the appropriate version of the VPN client for your operating system. 

Mobile VPN with SSL Client Authentication 

After you download and install the Mobile VPN with SSL client on your computer, you can use the same 
authentication process to connect to the Firebox with the SSL VPN client.  
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